
Router custom firmware information for common models of Small Office/Home Office router
equipment, such as Netgear, Asus, and Linksys routers.

Fresh Tomato
DD-WRT
OpenWRT

Router Firmware for
SOHO Equipment



FreshTomato is a firmware project based on Linux, targeting home and SOHO routers.
FreshTomato is distributed on the GPL license.

FreshTomato supports Broadcom based systems.

It is far superior in both security and features than the original Netgear firmware that came with
these routers. Unlike Netgear, updates for the router firmware to address security vulnerabilities or
correct bugs are available on a regular basis. Netgear would usually take well over a year to
address security issues, if at all.

Fresh Tomato

I currently run Fresh Tomato firmware on several Netgear Nighthawks. The
R7000 and R8000 are my current preferred routers for Fresh Tomato firmware.“

https://freshtomato.org/
https://www.gnu.org/licenses/old-licenses/gpl-2.0.en.html


https://bookstack.timshome.net/uploads/images/gallery/2023-03/4RB7ypS6bap8QgWQ-status-overview-dark.png


Since I use Netgear Nighthawk R8000 routers in my environment, I thought I would outline the
process I use to flash fresh Tomato firmware to them. Fresh Tomato supports other broadcom
based routers as well. If you have another make and model of router, you can check if yours is
supported by going here.

Recently, I decided I wanted a router as a "shelf spare" in the event one of my production  routers
failed. Since I have previously flashed many R8000s for myself without issue, I proceeded to
purchase a used R8000 from eBay. This particular router, however, 'bricked' on me when I
attempted to flash Tomato firmware to it.

Anyway, I thought I would detail the steps and requirements I used to 'unbrick' my router and get it
working with Tomato firmware.

Installing on a R8000 Router

Be sure to read the installation information for your model of router. This installation guide is
simply the way I install the firmware on my R8000 routers. I do not imply any guarantee this
will work for yours. You are responsible for taking the risk. 

“I will get the instructions in here as soon as time
permits. A bit busy with life at the moment.

Fixing a 'Bricked' R8000 Router

“Bricking” essentially means a device has turned into a brick. It may be an electronic device
worth hundreds of dollars, but it’s now as useful as a brick (or perhaps a paperweight). A
bricked device won’t power on and function normally. A bricked device cannot be fixed
through normal means.

“I will get the instructions in here as soon as time
permits. A bit busy with life at the moment.

https://bookstack.timshome.net/Fresh%20Tomato%20support%20is%20located%20on%20their%20website.


DD-WRT is a Linux based alternative OpenSource firmware suitable for a great variety of WLAN
routers and embedded systems. The main emphasis lies on providing the easiest possible handling
while at the same time supporting a great number of functionalities within the framework of the
respective hardware platform used.

DD-WRT Control Panel

DD-WRT

https://dd-wrt.com/
https://bookstack.timshome.net/uploads/images/gallery/2023-04/ANm4P5Ix0k5UQHdJ-ddwrt-pptp1.jpg


The OpenWrt Project is a Linux operating system targeting embedded devices. Instead of trying to
create a single, static firmware, OpenWrt provides a fully writable filesystem with package
management. This frees you from the application selection and configuration provided by the
vendor and allows you to customize the device through the use of packages to suit any application.
For developers, OpenWrt is the framework to build an application without having to build a
complete firmware around it; for users this means the ability for full customization, to use the
device in ways never envisioned.

 LuCi Interface for OpenWrt

OpenWRT

https://openwrt.org/
https://bookstack.timshome.net/uploads/images/gallery/2023-04/zdh6tLeRyzRoOKrb-luci-network-interfaces-see-vpnguifi-mod-1622x802-2711991548.png
https://bookstack.timshome.net/uploads/images/gallery/2023-04/JW1bQSo3sBMBByir-openwrt-realtime-traffic.png

