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Router Firmware for SOHO
Equipment

Router custom firmware information for common models of Small Office/Home Office router
equipment, such as Netgear, Asus, and Linksys routers.



Router Firmware for SOHO Equipment

Fresh Tomato

=FRESH TOMATO.-.

FreshTomato is a firmware project based on Linux, targeting home and SOHO routers.

FreshTomato is distributed on the GPL license.

FreshTomato supports Broadcom based systems.

a4 | currently run Fresh Tomato firmware on several Netgear Nighthawks. The
R7000 and R8000 are my current preferred routers for Fresh Tomato firmware.

It is far superior in both security and features than the original Netgear firmware that came with
these routers. Unlike Netgear, updates for the router firmware to address security vulnerabilities or
correct bugs are available on a regular basis. Netgear would usually take well over a year to
address security issues, if at all.


https://freshtomato.org/
https://www.gnu.org/licenses/old-licenses/gpl-2.0.en.html

G FreshTomatao (beta) @ About O Reboot.. () Shutdown.. =] Logout
‘Version 2020.3 on Asus RT-NG6U

# Status

- o

Overview

Device List Name Ne&U
Model Asus RT-NB6U

Web Usage
Bootloader (CFE) 1.0.1.9

Logs Chipset Broadcom BCMS5300 chip rev 1 pkg 0

andwidth CPU Frequency 600MHzZ

1P Traffic Flash Size 32mB

X Tools Time Mon, 20 Apr 2020 18:07:54 +0200
uptime 0 days, 00:04:31
CPU Load 1.23/071/0.29

2 Basic

& Advanced
Total / Free Memary 249.39 VB / 221.96

.
“ Port Farwarding Total / Free NVRAM 54.00 KB # 24.04

B Access Restriction
® QoS
=8 Bandwidth Limiter
1 captive Portal
@ web Server

USB and NAS

@ VPN Tunneling Unplugged 100M Full Unplugged Unplugged Unplugged

£+ Administration

Modem type hilink
Current Mode LTE
RSSI 71 dsm @
RSRP -103 dém
RSRQ 9 dim @
SINR -1 d O
MCC: 2
MNC: 06
Lacation LAC:  0x0 (0)

Cell ID: 0x20: (211
PCE  0x155 (341)

MAC Address 50:46:
Connection Type AG/LTE

1P Address 192.168.8.100
Subnet Maslc 255.255.255.0
Gateway 192.168.8.1
DNS 192.168.8.1:53
MTU 1500

Status Connected
Connection Uptime 0 days, 00:02:51
Remaining Lease Time 0 days, 23:57:09

[;] Renew [% release

Router MAC Address 50:46:

b (LAN) - 192.168.1.1/24
Router IP Addresses br1 (LAN1) - 192.168.2.1/.
br2 (LAN2) - 192.168..

b (LAN) - 192.168.1.2 - 192.168.1.51
brl (LAN1) - 192.168.2.2 - 192.168.2.51
br2 (LAN2) - 192.168.3.2 - 192.168.3.51

MAC Address 50:46:
‘wireless Mode Access Point
Wireless Network Mode Auto
Interface Status Up (LAN)
Radio Enabled
SSID pedro-test2
Broadcast Enabled
Security WPA2 Persanal (PSK) + AES
Channel

Channel width 40
Interference Level Acceptable
Rate 54

[ Enable

MAC Address 50:46:
wireless Mode Access Point
Wireless Network Mode: Auto
Interface Status Up (LAN)
Radio [ZEL)

SSID pedro-test5-2
Broadrast Enabled
Security WPAZ personal (PSK) + AES
Channel

Channel Width 40
Interference Level Acceptable
Rate 450

[ Enable

MAC Address 52:46:

Wireless Mode Access Point

Interface Status Up (LANT)

ssID pedro-guest

Broadcast [ZEL)

Security WPA2 Personal (PSK) + AES



https://bookstack.timshome.net/uploads/images/gallery/2023-03/4RB7ypS6bap8QgWQ-status-overview-dark.png

Installing on a R8000 Router

Since | use Netgear Nighthawk R8000 routers in my environment, | thought | would outline the
process | use to flash fresh Tomato firmware to them. Fresh Tomato supports other broadcom
based routers as well. If you have another make and model of router, you can check if yours is

supported by going here.

Be sure to read the installation information for your model of router. This installation guide is
simply the way | install the firmware on my R8000 routers. | do not imply any guarantee this
will work for yours. You are responsible for taking the risk.

|

| will get the instructions in here as soon as time
permits. A bit busy with life at the moment.

Fixing a 'Bricked' R8000 Router

Recently, | decided | wanted a router as a "shelf spare" in the event one of my production routers
failed. Since | have previously flashed many R8000s for myself without issue, | proceeded to
purchase a used R8000 from eBay. This particular router, however, 'bricked' on me when |
attempted to flash Tomato firmware to it.

“Bricking” essentially means a device has turned into a brick. It may be an electronic device
worth hundreds of dollars, but it's now as useful as a brick (or perhaps a paperweight). A
bricked device won’t power on and function normally. A bricked device cannot be fixed

through normal means.

Anyway, | thought | would detail the steps and requirements | used to 'unbrick' my router and get it
working with Tomato firmware.

([

| will get the instructions in here as soon as time
permits. A bit busy with life at the moment.



https://bookstack.timshome.net/Fresh%20Tomato%20support%20is%20located%20on%20their%20website.
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DD-WRT

DD-WRT is a Linux based alternative OpenSource firmware suitable for a great variety of WLAN
routers and embedded systems. The main emphasis lies on providing the easiest possible handling
while at the same time supporting a great number of functionalities within the framework of the
respective hardware platform used.

RNl [ TR NN

ddwrt

Time: 19:1

Setup es | Security | Acce ons | NAT/[QoS | Administration | Status

Basic Setup DDNS MACL Address Clone Advanced Routing VLANs Networking EoIP Tunnel

WAN Connection Type Automatic Configuration - DHCP:
This getting is most commonly used by

Connection Type PPTP bl cable operators,
Gateway (PPTP Server) nl1.vpn.ac 2]
) _ Hostname:
Username myusername @vpn.ac Enter the hostname provided by your
ISP,
Password  lieesesass ® Unmask
Use DHCP Yes @ No Domain Name:
Enter the domain name pravided by
WAN IP Address | 192, 168 .| 1.] 2 your ISP,
Subnet Mask 255.| 255.| 255. 0 Local TP Address:
r This is the LAMN-side IP address of the
Gateway | 192 . 168 . 1.} 1 router,
MPPE Encryption * Enable Disable
Subnet Mask:
Packet Reordering * Enable Disable This is the subnet mask of the router.
Connection Strategy Connect on Demand: Max Ide Tme | 5 Min. DHCP Server:
® Keep Alive: Redial Period 30 Sec. Allows the router to manage your IP
addresses,
Additional PPTP Options mppe required,no40,no56, stateless
Start IP Address:
y

The address you would like to start
with.

DD-WRT Control Panel


https://dd-wrt.com/
https://bookstack.timshome.net/uploads/images/gallery/2023-04/ANm4P5Ix0k5UQHdJ-ddwrt-pptp1.jpg

Router Firmware for SOHO Equipment

OpenWRT

—

*) OpenWrt

WIRELESS FREEDOM

The OpenWrt Project is a Linux operating system targeting embedded devices. Instead of trying to
create a single, static firmware, OpenWrt provides a fully writable filesystem with package
management. This frees you from the application selection and configuration provided by the
vendor and allows you to customize the device through the use of packages to suit any application.
For developers OpenWrt is the framework to build an appllcatlon without having to build a
customization, to use the

| Interfaces DHCP andDNS  Hostnames  Static Routes  Firewall  Diagnostics

WAN  VPNGUIFI  LAN

Interfaces

Interface Overview

Network Status. Actions
Uptime: -
LAN MAC Address: ~
i) RX: 610.08 KB (5937 Pkts.)
brdan TX: 2.13 MB (5431 Pkts.)
Pus; =
Uptime:
[ WPNGUIRL | mac Address:

S
RX: 7.19 MB (61324 Pkts.) Z Connect @  Stop 4  Edit %]  Delete

L

Connect @  Stop 2 Edit %] Delete

TX: 1.43 KB (24 Pkis.)
[

&
tapo
Uptime:
[0 WANTT wac Address:
& RX: 13.47 MB (66337 Pkts.)
A TX: 600.18 KB (4932 Pkts.)
[ IR————

L)

Connect @  Stop 4 Edit %] Delete

] Add new interface...

| LUCi Interface for OpenWrt



https://openwrt.org/
https://bookstack.timshome.net/uploads/images/gallery/2023-04/zdh6tLeRyzRoOKrb-luci-network-interfaces-see-vpnguifi-mod-1622x802-2711991548.png
https://bookstack.timshome.net/uploads/images/gallery/2023-04/JW1bQSo3sBMBByir-openwrt-realtime-traffic.png

Open Source Router
Software

Software for building your own router/firewall/IDS/IPS appliance.



Open Source Router Software

OPNsense

:I Ij |__ISBIISB'

https://opnsense.org/

OPNsense is an open source, FreeBSD-based firewall and routing software.

Installed on appropriate hardware, it replaces SOHO routers with a much more robust, effective
and powerful appliance to protect your home network. Using built-in and available add-ons, you
can build a feature set as simple or complex as you require. Integrations such as intrusion
detection/prevention, DHCP and DNS services, VPN services, Firewall with aliasing just to name a
few, come standard with OPNsense. Add-ons, both free and subscription-based are available. Using
the add-ons, referred to as plug-ins in OPNsense, you can setup proxys, reverse-proxys, web
caching, and much more.

As an example, | have my OPNsense appliance setup with extra security measures using Crowdsec,
Maltrail, Country Blocking and Zen Armor (Formerly Suricata). | also have a Wireguard VPN setup to
permit secure access to my internal devices and servers should | need to access them remotely. |
utilize OPNsense's built-in Unbound DNS application to manage and secure my domain name
services.

Frankly, I had been using consumer routers (NetGear, ASUS, etc) with custom firmware (DD-WRT,
Fresh Tomato, etc) for years. They just couldn't keep up with the demands placed on them and
they had very little in the way of firewall and no instrusion detection/prevention ability. Using
OPNsense, | have essentially future-proofed my home network from most bad actors and have
noticed a SIGNIFICANT improvement in throughput as well. You are really only limited by the
hardware you choose to run it, which, even on low end hardware, is substantially more powerful
than any high-end consumer (SOHO) router.

While OPNsense's default Lobby dashboard is pretty good, I'd recommend using a combination
dashboard that utilizes InfuixDB, Grafana and Telegraph or Ansible. A really good example of this is
Brendan Smith's implementation shown in the pic below and instructiions for this dashboard can be

found on his website "How to Configure an OPNsense Dashboard"



https://bookstack.timshome.net/uploads/images/gallery/2024-11/UP0amThPciCb4Y9f-220px-opnsense-logo-svg.png
https://opnsense.org/
https://www.bsmithio.com/post/opnsense-dashboard/#configuring-influxdb

88 General / OPNsense & oG

InfluxDB  InfluxDB v E earch  Elasticsearch ~ OPNsense
v Hardware

Active Users

1

Uptime

CPU Total

w» 5.59%

CPU

9 days,
23:37

Disk Utilization

-7 159%

16:00
~ Firewall
Firewall Blocked Events on ighd
5690
[Pl

Firewall Blocked Destination Ports on igh0

~ Network Stats

Gateway RTT - All

Bttt bk

Al ~ Disk

158% 1.59%

Interface
igh0

L igb1_vian2

10 ms Fhtutwld

0400

= WAN_DHCP 8.40ms

Gateway Loss - All

= WAN_DHCP

v WAN Interface - igh0

WAN Traffic - igh (Bits/sec)

1600 2000 0000 0400 0800 1200

— Bits Recv 223.44Mb/s  528Mb/s  4.66 Mb/s

= Bits Sent 2424Mb/s  18271Kb/S 24.24 Mb/s

~ LAN Interface - igb1_vlan5

Interface

igb1_vlan5

LAN Traffic - igh1_vlans (Bits/sec)

1600 2000 0000 0400 0800 1200

= Bits Recv 2415Mb/s  99.47Kkb/s 24.15 Mb/s

— Bits Sent

> LAN Interface - igb1_vlan2
> LAN Interface - igb1_vlan3
> LAN Interface - igb1_vlan4
> LAN Interface - igb1_vlan6
> LAN Interface - igb1_vlan7

> LAN Interface - igb1_vlan8

3a1ms

igb1_vlan3
igb1_vian4
08:00 1200 igb1_vlan5

igb1_viané

113ms  341ms

igh1_vian7

igb1_vian8

sensor | All v LAN  All v

Gateway  All v WAN  All v FW_Interface  All v

Process Information

M

3,683,380

— RamUsed 141% 162% 150% 15.0%

Firewall Blocked Event Locations on igh0

Friendly Name
WAN
Management 172.16.2.1
Voice 172.16.3.1
services 172.16.40
Home 172.16.5.1
172.16.6.1
172.16.7.1

172.16.8.1

Gateway Summary - All

Interface WAN_DHCP Gateway

WAN Traffic - igh0 (Bits/sec)

igh0 - Bits Recv 5.51 mors

s 1 s Ll

Interface Summary

aa:aa:aa:aaaaaa

WAN igh0

igh0 - Bytes Recv - This Month

53.15¢is

65.54K
16.38K
410K

igh0 - Bits Sent ~ 28.68 wmbrs

LAN Traffic - igh1_vian5 (Bits/sec)

ighb1_vlan5 - Bits Recv

igb1_vlan5 - Bits Sent

23206 Mb/s  261Mb/s  25.15Mb/s
die Lmmkitaliad e

28.85 mbrs

30.04 mbrs

ull

igb0 - Bytes Sent - This Month

= Packets Recv

= Packets Sent

Interface Summary

172.16.5.1

LAN igh1_vians

igh1_vlan5 - Bytes Recv - This Month 1019.51 miB 6554K

igb1_vian5 - Bytes Sent - This Month

26.22 GiB

= Packets Recv 670

IJA‘ — Packets Sent 490

FW_Destination Port

thi*

All ¥

= loadl 400 045
— loadl5s 100 043

— loads 174 045

00:00 1200

Temperature Sensors

ﬁnlcw

605°C 57.1°C 57.5°C
605°C
605°C

605°C

AR
571°C
571°C

575°C
575°C
575°C

Top IP Blocked on igh0

89.248.165.86

Firewall Blocked Protocols on igh0

Value
=tcp 5195
= udp 495
—femp 32

Physical Addi
aa:aa:aa:aa:aa:aa
aa:aa:aa:aa:aaiaa
aa:aa:aa:aa:aa:aa
aa.aa:aaiaa;aaiaa
aa:aa:aa:aa:aa:aa
aaiaa:aaiaa:aaiaa
aa:aa:as:aa:as:aa

aaiaa:aaiaa:aaiaa

online

WAN Throughput - ighd

04:00 08:00 12:00

7100 18703K 456070 1.287K

9100 6.340K 246032 2239K

LAN Throughput - igh1_vlans

650K 6472

19.43K 23637

237K
296K



https://bookstack.timshome.net/uploads/images/gallery/2024-12/pkUWAMfLgqX092Ke-grafana-opnsense.png




